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Blind mask template attacks on masked cryptographic algorithm

WANG Yi, WU Zhen, LIN Bing
College of Information Security Engineering, Chengdu University of Information Technology, Chengdu 610225, China

Abstract: Masking is a countermeasure against differential power analysis (DPA) attacks on cryptographic devices by
using random masks to randomize the leaked power of sensitive information. Template attacks (TA) against cryptographic
devices with masking countermeasure by far require attackers have knowledge of masks at the profiling phase. This
requirement not only increase the prerequisite of template attacking, but also lead to some sort of difference between the
experimental encryption codes of the profiling device and the codes of commercial cryptographic devices, which might
degrade performance in real world attacking. Blind mask template attack directly learns templates for the combination of
no mask intermediate values without the need of knowing the masks of training power traces, and then uses these
templates to attack masked cryptographic devices. Both traditional Gaussian distribution and neural network were
adopted as the templates in experiments. Experimental results verified the feasibility of this new approach. The success
rate of neural network based blind mask template attacking against masked cryptographic devices is very close to that of
traditional template attacks against cryptographic devices without masking countermeasure.
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JEREFEIAH OGN, BRAG RS AR pre (B BL— &
YA R U0 H I A Y comb B, B AEAE AR R 2 A
Pr(comb | pre) o EGEVFECIIZRiZMERE A, BT
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RENWICHE A A BT IIZMER 34T Pr(comb |
pre) RFEAMEHIHERY, Kb AR, [RIHASC
FEOX PSR Bk 7 R A B R it

B AR B I DG BEAE T B REAE
Tt PRt 525 1) TG HE v ) 2 A o A [ in 2% B0 3 ) —
I SR AN RSB, o T A 4158 comb (K41
G TREAN R . TRk s s 2, v Lo
THHEA RS A R A S ReFEAL A E A
KA, IR FEAR I R BN ) o v 1) 20 511 1)
HEwRA.

B AN S 1R B b B AR I H#E BT
PN S S it AR B R TR . AR B R
W, TE 6 TOHE (AR AR, nT DLV B A
R0 HERS (R A, AT SEIL T % B s . HZ T
DL 04 915 97 28 S0k St B b Mok, w2 A
AR Y i BORT LA /b 5 Mok e R L A%
B, Emseh R, ESHbhX H R, SRS
JUE IR . TR A e, TR a4l s
RN Y. IR RERE AL G B h AL 7 K HE B Ay R 1 g
A, HOXEM S s A R, v R S EUR AN
FE T o A IO REAR AR Mo v R EOR B AR, 1
TeVEA T AR B (R0 o i o 0 0 298 AN 75 B
B M A 1 oA, JF BAT s R I AR Ze Pt e 4 me U,
A DAHT T Bt o e B v TR AR
32 ET—naiiaHmrEHIIERKE

T S R % 4R 31 ik i G HE P W) 241 5 (B comb(c,,

e ) B B REFEAL & K 3K pre(e,---e,) »
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B Tt 1) i A P A 2 AR AR BB G 4 i A
FE (B A AED I, HABUEHLEE ¥
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REFE RS HUfb A2, MM THEAMER. SVM 5
ANN &5 R84, (HiHT SVM A it & =2k
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